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NOTICE OF PRIVACY PRACTICES

This notice describes how medical information about you may be used and disclosed and how you can get access to
this information. Please review it carefully.

Our Legal Duty to Protect the Privacy of Your PHI

Dominion National (hereinafter referred to as “Dominion”) and its assignees are legally required to protect the privacy of
your health information. Protected Health Information (PHI) includes information that we’ve created or received about:

— your past, present, or future health or condition
— the provision of health care services to you, or
— the payment of these health care services.

Your PHI includes your name, address, contract identification number, etc. We must provide you with this notice about
our legal duties and our privacy practices with respect to how we use and disclose your PHI. We are also legally required
to notify you if there is a breach of your unsecured PHI. With some exceptions, we may not use or disclose any more of
your PHI than is necessary to accomplish the purpose of the use or disclosure.

We are legally required to follow the privacy practices that are described in this notice. This notice will remain in effect
until we replace or modify it. However, we reserve the right to change the terms of this notice and our privacy policies at
any time as long as such changes are permitted by law. Any changes may apply to the PHI we have already collected
before we make the changes. Before we make an important change to our policies, we will change this notice and provide
written notification in our next annual mailing to our subscribers. The revised notice will be posted on our website on or
prior to the effective date of the change.

How We May Use and Disclose Your PHI “Health-Related Benefits or Services,” below), or for
One of our primary goals is to safeguard your PHI. We any sale of your PHI.

have policies and procedures in place throughout our

organization to protect your information. These policies You may give us written authorization to use your PHI
and procedures include: training all employees on or to disclose it to anyone for any purpose. If you give us
appropriate uses, disclosures, and protection of PHI; an authorization, you may revoke it in writing at any
limiting employee system accessto only the PHI needed time. You may obtain a form to revoke any authorization
to perform job duties; ensuring secure disposal of you provide us by using the contact information at the
confidential information; using unique user IDs and end of this notice. Your revocation will not affect any
passwords, etc. This protection covers oral, written, and use or disclosure permitted by your authorization while
electronic forms of PHI. In addition, Dominion policy it was in effect.

restricts us from sharing your information with

employers who sponsor group health plans, unless they Treatment

provide us with the required certification or agreement to We may disclose your PHI to a health care provider who
ensure that PHI is adequately protected and only used for requests it in connection with your treatment. For

Plan administrative purposes. example, we may use and disclose your PHI to our

participating providers in order to facilitate your care.
Under the law, we may use and disclose PHI for many

different reasons. Below, we describe the different Payment )
categories of our uses and disclosures and give you some We may use and disclose your PHI to conduct payment
examples of each category. Without your written activities related to your health benefits contract.
authorization, we may not use or disclose your PHI for Examples of this would include using and disclosing
any reason except those described in this notice. PHI to determine eligibility, pay claims, and conduct
utilization review. We may also disclose your PHI to
We are required by law to obtain your written another organization that is subject to federal privacy
authorization for any use or disclosure of your rules for its payment activities.

psychotherapy notes, for any use or disclosure of your
PHI for marketing purposes (except as described in



Health Care Operations

We may use and disclose your PHI to support other
business activities. Examples of this would include
using and disclosing PHI for quality assessment and
improvement activities, pharmacy management
programs, and premium rating. We may disclose your
PHI to another organization that is subject to the federal
privacy rules and that has a relationship with you to
support some of their business activities. We may
disclose your information to help these organizations
conduct quality assessment and improvement activities,
review the competence or qualifications of health care
professionals, or detect or prevent health care fraud and
abuse.

Family, Friends, and Others Involved in Your Health
Care

We may provide your PHI to the extent necessary to
obtain help from a family member, friend, or other
person that you indicate is involved in your care or the
payment for your health care. This may involve sharing
claim payment information with a Human Resources
representative from your employer if you’ve asked him
or her to get involved on your behalf.

Group Health Plans and Plan Sponsors

If you are enrolled in a group health plan, we may
disclose your PHI and the PHI of others enrolled in
your group health plan to the group health plan or the
plan sponsor to permit it to perform plan administration
functions. Please see your plan documents for a full
explanation of the limited uses and disclosures that the
plan sponsor may make of your PHI in providing plan
administration functions for your group health plan.

You or Your Personal Representative

We may disclose PHI to your personal representative.
Your personal representative would include your legal
guardian or someone who has power of attorney over
your health care decisions. A personal representative
would also include an executor, or an administrator
acting on behalf of a deceased individual or the estate.

Underwriting

We may receive your PHI for underwriting, premium
rating, or other activities relating to the creation,
renewal, or replacement of a contract of health
insurance or health benefits. We will not use or
disclose your genetic information for underwriting
purposes. We will not use or further disclose your PHI
for any other purpose, except as required by law,
unless the contract of health insurance or health
benefits is placed with us. In that case, our use and
disclosure of your PHI will only be as described in this
notice.

Health-Related Benefits or Services

We may use your PHI to inform you about health-
related benefits and services or treatment alternatives
that may be of interest to you.

Research, Death, Organ Donation

We may use or disclose your PHI for research purposes
in limited circumstances. We may disclose the PHI of a
deceased person to a coroner, medical examiner, funeral
director, or organ procurement organization for certain
purposes.

Public Health and Safety

We may disclose your PHI to the extent necessary to
avert a serious and imminent threat to your health or
safety, or the health or safety of others. We may disclose
your PHI to a government agency authorized to oversee
the health care system or government programs or its
contractors, and to public health authorities for public
health purposes. We may disclose your PHI to
appropriate authorities if we reasonably believe that you
are a possible victim of abuse, neglect, domestic
violence, or other crimes.

Required by Law

We may disclose your PHI when we are required to do
so by law. For example, we must disclose your PHI to
the U.S. Department of Health and Human Services
upon request for purposes of determining whether we are
in compliance with federal privacy laws. We may
disclose your PHI when authorized by workers’
compensation or similar laws.

Process and Proceedings

We may disclose your PHI in response to a court or
administrative order, subpoena, discovery request, or
other lawful process, under certain circumstances.
Under limited circumstances, such as a court order,
warrant, or grand jury subpoena, we may disclose
your PHI to law enforcement officials.

Law Enforcement

We may disclose limited information to a law
enforcement official concerning the PHI of a suspect,
fugitive, material witness, crime victim, or missing
person. We may disclose the PHI of an inmate or other
person in lawful custody to a law enforcement official or
correctional institution under certain circumstances. We
may disclose PHI where necessary to assist law
enforcement officials to capture an individual who has
admitted to participation in a crime or has escaped from
lawful custody.
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Military and National Security

We may disclose to military authorities the PHI of
Armed Forces personnel under certain circumstances.
We may disclose to authorized federal officials PHI
required for lawful intelligence, counterintelligence,
and other national security activities.

State Confidentiality Laws

Certain state regulations provide for greater privacy
protections for an individual. We will use and disclose
your PHI only in accordance with these more restrictive
regulations.

Your Individual Rights
You have the following rights with respect to your PHI.

The Right to Request Access to Your PHI

In most cases, you have the right to look at or obtain a
copy of your PHI that we maintain. You may send a
written request for this access to the Privacy Office
address listed below. If you request copies, there will
be a charge. If you request that copies be mailed, you
will also be charged for postage.

The Right to Request an Amendment to Your PHI
If you believe that the PHI we have about you is
incorrect or incomplete, you have the right to request
that we correct or update this information. Routine
Member requests to change Member-initiated
information, such as updating address information,
correcting the spelling of a name, etc. can be handled
most efficiently by contacting Customer Service.

For other information, you may send a written request
for an amendment to the Privacy Office address listed
at the end of this notice. If you are requesting changes
to information that we did not create, but that we
received from another source such as from your group
health plan or from your provider, we have the right to
refer you back to the creator of this information to
make your request.

If we deny your request, we will provide you with a
written explanation of the denial and explain your
right to file a written statement of disagreement with
the denial which may be attached to all future
disclosures of your PHI to which the disagreement
relates.

If we accept your request to amend the information,
we will make reasonable efforts to inform others that
need to know about the change to your information.

The Right to Receive an Accounting of Certain
Disclosures of Your PHI

You have the right to receive a list of certain instances in
which we have disclosed your PHI to others over the
previous six years. This list will not include any
disclosures that we make for purposes of treatment,
payment, health care operations, including disclosures to
your group health plan sponsor for these purposes. This
list will also not include permitted disclosures to: you,
family, friends, and others involved in your health care
or payment for your health care; personal
representatives; authorized officials for correctional
institutions and other law enforcement custodial
situations or for national security purposes; or others as
permitted by your written authorization.

This list will not include disclosures we make that are
incidental to disclosures we are permitted to make or
disclosures of information in a “limited data set” that
does not include your name, address, or certain other
identifying information. You may send a written request
for this accounting to the Privacy Office address listed
at the end of this notice. We will provide you with the
date on which we made the disclosure, the name of the
person or entity to whom we made the disclosure, a
description of the PHI we disclosed, and the reason for
the disclosure. We will provide this list at no charge, but
if you make more than one request in a 12-month period,
we may charge you a reasonable, cost-based fee to
respond to this request.

The Right to Request Confidential Communications

You have the right to request that we send your PHI to
you by alternative means or to an alternative location
if this is required to avoid harm to you. For example,
we typically send Explanations of Benefits (EOBs) to
the subscriber and not to the individual Member. A
Member may request that his/her EOB be sent to the
Member at a different address if the Member believes
sending the EOB to the subscriber could endanger the
Member. You may send a written request for
confidential communications to the Privacy Office
address listed at the end of this notice. We must
accommaodate your reasonable request as long as it
permits us to continue to collect premiums and pay
claims under your health plan.

The Right to Request a Restriction on Uses and
Disclosures of Your PHI

You have the right to ask that we place additional
limits on how we use and disclose your PHI.
However, we are not required to agree to such
requests.
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The Right to Receive a Written Copy of Our Notice
of Privacy Practices

You have the right to receive a paper copy of this Notice
of Privacy Practices at any time, even if you have
received this notice via our Web site or by electronic
email. You can request a paper copy of this notice by
using the contact information at the end of this notice

Effective Date

The original effective date of this Notice of Privacy Practices was April 14, 2003. The most recent revision date is
indicated in the footer of this notice.

If You Have Privacy Questions or Complaints

If you are concerned that we may have violated your privacy rights, you may register your complaint with us by sending
your written complaint to:

Privacy Office
Dominion National
P.O. Box 21522
Eagan, MN 55121-0522

You also may submit a written complaint to the U.S. Department of Health and Human Services. We will provide you
with the address to file your complaint with the U.S. Department of Health and Human Services upon request.

We support your right to protect the privacy of your PHI. We will not retaliate in any way if you choose to file a
complaint with us or with the U.S. Department of Health and Human Services.

If you want more information about our privacy practices, have any questions or concerns, or want to act on any of your
individual rights, please contact us at: 888.681.5100, 703.518.5000 or PrivacyCoordinator@DominionNational.com.

Dominion National is the brand name for the Dominion group of companies. Dental plans are underwritten by Dominion Dental Services, Inc. (DDSI). Dominion
Dental Services USA, Inc. (DDSUSA) is a licensed administrator of dental and vision benefits. Vision plans are underwritten by Avalon Insurance Company, and
administered by DDSUSA, in DC, DE, MD, PA and VA. Vision plans are underwritten by DDSI in all other states where Dominion National operates.
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